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Installing GT 5.2.1

I ntroduction

This guide isthe starting point for everyone who wantsto install Globus Toolkit 5.2.1. It will take you through abasic
installation that installs the following basic services: a security infrastructure (GSI), GridFTP, and Execution Services

(GRAMS).

Thisguideisalso availableasaPD F. However, each component includes online reference material, which this guide
sometimes links to.
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Chapter 1. Before you begin

Before you start installing the Globus Toolkit 5.2.1, there are a few things you should consider. The toolkit contains
several subcomponents, and you may only be interested in some of them.

The Globus Toolkit version 5.2.1 includes:

* GSl: security

* GridFTP: file transfer

»  GRAM: job execution/resource management

* MyProxy: credential repository/certificate authority

» GSl-openssh: GSI secure single sign-on remote shell

1) Important
These all run on Unix platforms only.

If you are new to the toolkit and want to experiment with the components, you may want to use a supported RedHat
based or Debian based Linux system. With the new supported native packaging installs, they are the simplest platforms
onwhich to install GT services.
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Chapter 2. Installing GT 5.2.1

1. Installing from Native Linux Packages
1.1. Enabling the Globus Repository for your distribution

The GT 5.2.1 release provides source and binary RPM packages for CentOS 5 and 6, Fedora 15 and 16, RedHat Enter-
prise Server 5 and 6, and Scientific Linux 5 and 6, and a set of .deb packages for several Debian and Ubuntu versions,
including Debian 6.0 "squeeze”, and Ubuntu 10.04LTS, 10.10, 11.04, and 11.10.

This section will show how to set up and use the Globus RPM repository. If your distribution has Globus 5.2.1 packages
within its repository, you can skip to "Installing the Toolkit".

The repo-config rpms for the various binary (RPM and deb) repositories can be found here.!

To ingtall from binary RPMss, get the appropriate repo-config rpm from the link above, install it with

# rpm-i G obus-repo-config. <di stro>. noarch.rpm

To install from binary debs, get the appropriate repo-config deb from the link above, install it with

# dpkg -i gl obus-repository-<distro>_0.0.2_all.deb
# apt-get update

1.2. Installing the Toolkit

The components of the toolkit can be installed separately, or all at once. This section will show how to install various
components, on both RPM based and Debian based Linux systems.

1.2.1. Install Toolkit components on RPM based systems
using yum:

e |nstall GridFTP client

# yum groupi nstal | gl obus-dat a- managenent -cl i ent

e |nstall GRAM client

# yum groupi nstal |l gl obus-resource-managenent-client

e |nstal GridFTP server

# yum groupi nstal | gl obus- dat a- managenent - server

1 http://www.globus.org/ftppub/gt5/5.2/5.2.1/installers/repo/.
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Installing GT 5.2.1

Install GRAM server

# yum groupi nstal | gl obus-resource-nmanagenent - server

Thiswill install GRAM, but only with afork LRM. To install a PBS LRM using the scheduled event generator,
for example:

# yuminstall gl obus-gramjob-manager-pbs-setup-seg

Install GridFTP server and client

# yum groupi nstal |l gl obus-gridftp

Install GRAM server and client

# yum groupi nstal |l gl obus-granb

You can aso install any given package or set of packages using

# yuminstall PACKAGENAMVE

1.2.2. Install Toolkit components on Debian based systems

using tasksel:

Install GridFTP client

# tasksel install gl obus-data-nmanagenent-client

Install GRAM client

# tasksel install gl obus-resource-nmanagenent-client

Install GridFTP server

# tasksel install gl obus-data-nmanagenent-server

Install GRAM server

# tasksel install gl obus-resource-nanagenent-server

Thiswill install GRAM, but only with afork LRM. To install a PBS LRM using the scheduled event generator,
for example:
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# apt-get install gl obus-gramjob-manager-pbs-setup-seg
* Install GridFTP server and client

# tasksel install globus-gridftp

e |nstall GRAM server and client

# tasksel install gl obus-granb

You can aso install any given package or set of packages using

# apt-get install PACKAGENAME

1.2.3. Toplevel targets
Thetoplevel targets for a groupinstall or tasksel install are
e globus-gridftp

» globus-gram5

» globus-gs
 globus-data-management-server

» globus-data-management-client

» globus-data-management-sdk
 globus-resource-management-server
» globus-resource-management-client
» globus-resource-management-sdk

Your next step is to setup security, which includes picking a CA to trust, getting host certificates, user certificates, and
creating a grid-mapfile. The next three chapters cover these topics.

With security setup, you may start a GridFTP server, and configure GRAMS. You may also start a GSI-OpenSSH

daemon, or setup a MyProxy server. The following chapters will explain how to configure these technologies. If you
follow the chaptersin order, you will make sure of performing tasks in dependency order.

2. Installation from Source Installer

< Note

Installing using the Source Installer is only recommended on platforms for which native packages are not
available. If you areinstalling onto a RedHat or Debian based Linux system, please see the section above.

> htto://lwww.renderx.com/
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- Note

Make you sure you check out Platform Notes for specific installation information related to your platform.

2.1. Required software

To build the Globus Toolkit from the source installer, first download the source from download p@ez, and be sure

you have al of the following prerequisites installed.

This table shows specific package names (where available) for systems supported by GT 5.2.1.

Prerequisite |Reason RedHat- |Debian- |[Solaris11 Mac OS X
based Sys- |based Sys-
tems tems
C Compiler Most of thetoolkit iswritten|gcc gce pkg:/de- XCode*
inC, using C99 and POSIX.1 veloper/gcc-45 or
features and libraries. Solaris Studio®
12.3
GNU or BSD |GPT usesthe- z optionto |tar tar pkg:/archiver/gnu- | (included in OS)
tar manipul ate compressed tar tar
files.
GNU or BSD |Standard sed does not sup- |sed sed pkg:/text/gnu-sed |(includedin OS)
sed port long enough lines to
process autoconf-generated
scripts and Makefiles
GNU Make Standard make does not sup- | make make pkg:/de- (included in
port long enough lines to veloper/build/gnu- | XCode)
process autoconf-generated make
makefiles
libltdl The Globus Toolkit uses this|libtool-Itdl- | libltdl-dev |pkg:/library/lib- |(included in
library to portably load devel tool/libltdl xcode)
shared libraries.
OpenSSL 0.9.7 | GSI security uses OpenSSL's| openssl-de- (libssl-dev | pkg:/library/secur- |(included in
or higher implementation of the SSL  |vel ity/openss| base OS)
protocol and X.509 certific-
ates.
Perl 5.10 or GPT and parts of GRAM5  |perl perl pkg:/runtime/perl- | (included in
higher arewritten in Perl 512 base OS)
Archive::Tar  |GPT usesArchive::Tarto |perl- perl-mod- | pkg:/runtime/perl- |(included in
0.22 or higher | manipulate packages Archive- |ules 512 base OS)
Tar
Compress::Zlib |GPT uses Compress::Zlib to|perl-Com- |perl-mod- |pkg:/runtime/perl- |(included in
1.21 or higher |deal with compressed pack- |press-Zlib |ules 512 base OS)
ages.
Digest::MD5  |GPT uses Digest::MD5to | perl perl pkg:/runtime/perl- | (included in
2.20 or higher |compute package digests. 512 base OS)

2 http://www.globus.org/tool kit/downloads/5.2.1
4 https://devel oper.apple.com/xcode/

s http://www.oracle.com/technetwork/server-storage/sol ari sstudio/downl oads/index.html
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Prerequisite |Reason RedHat- |Debian- |[Solaris11 Mac OS X
based Sys- |based Sys-
tems tems
File::Spec 0.8 or |GPT uses File::Spec indir- | perl perl-base |pkg:/runtime/perl- |(included in
higher ectly via Pod::Parser 512 base OS)
10::Zlib1.1or |GPT uses|O::Zlibtodeal |perl-1O- perl-mod- | pkg:/runtime/perl- |(included in
higher with compressed packages. |Zlib ules 512 base OS)
Pod::Parser 1.18| GPT uses Pod::Parser to perl perl-mod- |pkg:/runtime/perl- | (included in
or higher generate command-line help ules 512 base OS)
screens.
Test::Simple | Globus Toolkit tests use this|perl-Test-  |perl-mod- |Install (included in
Simple  |ules Test::Simple® from | base OS)
CPAN
XML::Parser |GPT usesthis. perl-XML- (libxml- pkg:/library/perl- |(included in
Parser parser-perl |5/xml-parser-512 |base OS)
= Note

In order to use the GNU versions of sed, tar, and make on Solaris, put / usr/ gnu/ bi n at the head of your
path. Also, to use all of the perl executables, add / usr/ per | 5/ bi n to your path.

2.2. Installing from Source Installer
1. Createauser named gl obus. This non-privileged user will be used to perform administrative tasks, deploying
services, etc. Pick an installation directory, and make sure this account has read and write permissionsin the in-
stallation directory.
i Tip

You might need to create the target directory asr oot , then chown it to the gl obus user:

# nmkdir /usr/local/globus-5.2.1
# chown gl obus: gl obus /usr/local/globus-5.2.1

1) Important

If for some reason you do not create a user named "globus", be sure to run the installation as a hon-root
user. In that case, make sure to pick an install directory that your user account has write access to.

Download the required software noted in Section 2.1, “Required software”.

The Globus Toolkit Source Installer setstheinstallation directory by defaultto/ usr /| ocal / gl obus-5. 2. 1,
but you may replace/ usr/ | ocal / gl obus- 5. 2. 1 with whatever directory you wish to install to, by setting
the prefix when you configure.

Asthe globus user, run:

5 http://search.cpan.org/search?mode=all & query=Test%3A%3ASimple
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gl obus$ ./configure --prefix=<YOUR_PREFI X_DI RECTORY>

You can use command line argumentsto ./configure for amore custominstall. Here arethelinesto enable features
which are disabled by default:

Opti onal Packages:
[...]

--Wwi t h- gsi opensshar gs="ar gs"
Arguments to pass to the build of GSI-QpenSSH, |ike
--with-tcp-wappers

For afull list of options, see ./configure --help. For alist of GSI-OpenSSH options, see Optional Build-Time
Configuration for GSI-OpenSSH. For more information about our packaging or about choosing a flavor, see

Packaging Details for Installing GT.

Run:

gl obus$ make

Note that this command can take several hours to complete. If you wish to have alog file of the build, use tee:
gl obus$ make 2>&1 | tee build.log

The syntax above assumes a Bourne shell. If you are using another shell, redirect stderr to stdout and then pipe
it to tee.

- Note

Using make in parallel mode (-j) is not entirely safe, and is not recommended.

Finaly, run;
gl obus$ nmake install
This completes your installation. Now you may move on to the configuration sections of the following chapters.

We recommend that you install any security advisories available for your installation, which are available from
the Advisories ;:_@es. You may also beinterested in subscribing to some mailing lists’ for general discussion and
security-related announcements.

Your next step is to setup security, which includes picking a CA to trust, getting host certificates, user certificates, and
creating a grid-mapfile. The next three chapters cover these topics.

With security setup, you may start a GridFTP server, and configure GRAMS. You may also start a GSI-OpenSSH
daemon, or setup a MyProxy server. The following chapters will explain how to configure these technologies. If you
follow the chaptersin order, you will make sure of performing tasks in dependency order.

5 http://www.gl obus.org/tool kit/advisories.html
7 http://dev.globus.org/wiki/Mailing_Lists
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Chapter 3. Basic Security Configuration

1. Obtain host certificates

You must have X509 certificates to use the GT 5.2.1 software securely (referred to in this documentation as host cer-
tificates). For an overview of certificatesfor GS (security) see GS| Configuration Information and GSI Environmental
Variables.

If you will need to be interoperable with other sites, you will need to obtain certs from atrusted Certificate Authority,
such asthosethat areincluded in IGTE®. If you are simply testing the software on your own resources, SimpleCA offers
an easy way to create your own certificates (see section below).

Host certificates must:
» consist of the following two files: host cer t . pemand host key. pem
* beinthe appropriate directory for secure services. / et ¢/ gri d- security/

» befor amachine which has a consistent name in DNS; you should not run it on a computer using DHCP where a
different name could be assigned to your computer.

You have the following options:

1.1. Request a certificate from an existing CA

Your best option isto use an aready existing CA. You may have access to one from the company you work for or an
organization you are affiliated with. Some universities provide certificates for their members and affiliates. Contact
your support organization for details about how to acquire a certificate. You may find your CA listed in the TERENA

Reposi toryz.

If you aready have a CA, you will need to follow their configuration directions. If they include a CA setup package,

follow the CAsinstruction on how to install the setup package. If they do not, you will needto createan/ et ¢/ gri d-

security/certifi cat es directory andincludethe CA cert and signing policy in that directory. See Configuring
aTrusted CA for more details.

Thistype of certificate is best for service deployment and Grid inter-operation.

1.2. SimpleCA

SimpleCA providesawrapper around the OpenSSL CA functionality and issufficient for simple Grid services. Altern-
atively, you can use OpenSSL's CA.sh command on its own. Instructions on how to use the SimpleCA can be found
in Installing SimpleCA.

SimpleCA is suitable for testing or when a certificate authority is not available.

2. Add authorization

Installing Globus services on your resources doesn't automatically authorize your local usersto use these services.
Each user must have their own user certificate, and each user certificate must be mapped to alocal account.

L http:/Avwwigtf.net
2 http://www.tacar.org/
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Basic Security Configuration

Add authorizations for users:

Create/ et c/ grid-security/grid-napfil e asroot.

You need two pieces of information:

» the subject name of a user

» theaccount name it should map to.

The syntax is one line per user, with the certificate subject followed by the user account name.

Run grid-cert-info to get your subject name, and whoami to get the account name:

gtuser$ grid-cert-info -subject

/ O=Gri d/ OU=d obusTest/ OU=si npl eCA- mayed. nts. anl . gov/ OQU=nts. anl . gov/ CN=GT User

gtuser$ whoanmi
gt user

You may add the line by running the following as root:

root# $GLOBUS_LOCATI OV sbhin/grid-mapfil e-add-entry -dn \
"/ O=Gri d/ OU=A obusTest/ OU=si npl eCA- mayed. nts. anl . gov/ OQU=nts. anl . gov/ CN=GT User " \
-l n gtuser

The corresponding lineinthegri d- mapf i | e should look like:
"/ O=Gri d/ OU=A obusTest/ OU=si npl eCA- mayed. nts. anl . gov/ OU=nts. anl . gov/ CN=GT User" gtuser
1) Important

The quotes around the subject name are important, because it contains spaces.

3. Verify Basic Security

Now that you haveinstalled atrusted CA, acquired ahostcert and acquired ausercert, you may verify that your security
setup is complete. As your user account, run the following command:

gtuser$ grid-proxy-init -verify -debug

User Cert File: /honme/gtuser/.globus/usercert.pem
User Key File: /hone/gtuser/.globus/userkey.pem

Trusted CA Cert Dir: /etc/grid-security/certificates
Qut put File: /tnp/x509up_u506

Your identity: /DC=org/ DC=doegri ds/ OU=Peopl e/ CN=GT User 332900
Enter GRID pass phrase for this identity:

Creating proxy ...++++++++++++
.................. +++++++HH+++
Done
Proxy Verify OK
Your proxy is valid until: Fri Jan 28 23:13:22 2005

http://www.renderx.com/
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There are afew things you can notice from this command. Your usercert and key are located in $HOVE/ . gl obus/ .
The proxy certificateiscreatedin/ t np/ . The"up" standsfor "user proxy", and the_u506 will beyour UNIX userid.
It also prints out your distinguished name (DN), and the proxy isvalid for 12 hours.

If this command succeeds, your single nodeis correctly configured.
If you get an error, or if you want to see more diagnostic information about your certificates, run the following:
gtuser$ grid-cert-diagnostics

For more troubleshooting information, see the GSI troubleshooting guide

4. Firewall configuration

There are four possible firewall scenarios that might present themselves: restrictions on incoming and outgoing ports
for both client and server scenarios.

This section divides sites into two categories: client sites, which have users that are acting as clientsto Grid services,
and server sites, which are running Grid services. Server sites also often act as client sites either because they also have
users on site or jobs submitted by usersto the site act as clients to other sites by retrieving data from other sites or
spawning sub-jobs.

4.1. Client Site Firewall Requirements

This section describes the requirements placed on firewalls at sites containing Globus Toolkit clients. Note that often
jobs submitted to sites running Globus services will act as clients (e.g. retrieving files needed by the job, spawning
subjobs), so server siteswill also have client site requirements.

4.1.1. Allowed Outgoing Ports

Clients need to be able to make outgoing connections freely from ephemeral ports on hosts at the client siteto all ports
at server sites.

4.1.2. Allowed Incoming Ports

As described in Section 3, “Job State Callbacks and Polling”, the Globus Toolkit GRAM service uses callbacks to
communicate state changes to clients and, optionally, to stage files to/from the client. If connections are not allowed
back to the Globus Toolkit clients, the following restrictions will bein effect:

* You cannot do ajob submission request and redirect the output back to the client. This means the globus-job-run
command won't work. globus-job-submit will work, but you cannot use globus-job-get-output. globusrun with the
-0 option also will not work.

» Staging to or from the client will also not work, which precludes the -s and -w options.
« Theclient cannot be notified of state changesin the job, e.g. completion.

To allow these callbacks, client sites should alow incoming connection in the ephemeral port range. Client sites
wishing to restrict incoming connections in the ephemeral port range should select a port range for their site. The size
of this range should be approximately 10 ports per expected simultaneous user on a given host, though this may vary
depending on the actual usage characteristics. Hosts on which clients run should have the GLO-
BUS_TCP_PORT_RANGE environment variable set for the users to reflect the site's chosen range.

10
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4.1.3. Network Address Translation (NAT)

Clients behind NATs will be restricted as described in Section 4.1.2, “Allowed Incoming Ports” unless the firewall
and site hosts are configured to allow incoming connections.

This configuration involves:

e Select aseparate portion of the ephemeral port range for each host at the site on which clientswill be running (e.g.
45000-45099 for host A, 45100-45199 for host B, etc.).

» Configure the NAT to direct incoming connections in the port range for each host back to the appropriate host
(e.g., configure 45000-45099 on the NAT to forward to 45000-45099 on host A).

» Configurethe Globus Toolkit clients on each site host to use the selected port range for the host using the techniques
described in Section 2.1, “If client is behind afirewall”.

e Configure Globus Toolkit clientsto advertise the firewall asthe hostname to use for callbacks from the server host.
Thisisdoneusingthe GLOBUS HOSTNAME environment variable. The client must also havethe GLOBUS _HOST-
NAME environment variable set to the hostname of the externa side of the NAT firewall. Thiswill cause the client
software to advertise the firewall's hostname as the hostname to be used for callbacks causing connections from
the server intended for it to go to the firewall (which redirects them to the client).

4.2. Server Site Firewall Requirements

This section describes firewall policy requirements at sites that host Grid services. Sites that host Grid services often
host Grid clients, however the policy requirements described in this section are adequate for clients as well.

4.2.1. Allowed Incoming Ports

A server site should allow incoming connections to the well-known Grid Service Ports as well as ephemeral ports.
These ports are 22/tcp (for gsi-enabled openssh), 2119/tcp (for GRAM) and 2811/tcp for GridFTP.

A server not alowing incoming connections in the ephemeral port range will have the following restrictions:

» If port 2119/tcp is open, GRAM will alow jobsto be submitted, but further management of the jobs will not be
possible.

*  Whileit will be possibleto make GridFTP control connectionsif port 2811/tcp isopen, it will not possibleto actually
get or put files.

Server siteswishing to restrict incoming connectionsin the ephemeral port range should select arange of port numbers.
The size of this range should be approximately 20 ports per expected simultaneous user on a given host, though this
may vary depending on the actual usage characteristics. While it will take some operational experience to determine
just how big thisrange needsto be, it is suggested that any major server site open aport range of at least afew hundred
ports. Grid Services should configured as described in Section to reflect the site’s chosen range.

4.2.2. Allowed Outgoing Ports

Server sites should allow outgoing connections freely from ephemeral ports at the server site to ephemeral ports at
client sitesaswell asto Grid Service Ports at other sites.
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Basic Security Configuration

4.2.3. Network Address Translation (NAT)

Grid services are not supported to work behind NAT firewalls because the security mechanisms employed by Globus
require knowledge of the actual 1P address of the host that is being connected to.

We do note there have been some successes in running GT services behind NAT firewalls.

4.3. Summary of Globus Toolkit Traffic

Table 3.1. Summary of Globus Toolkit Traffic

Application Network Ports Comments

GRAM Gatekeep- |To 2119/tcp on server from control- | Connections back to client (controllable ephem-
er(to start jobs) lable ephemeral port on client eral port to controllable ephemeral port) required
if executable or data staged from client or output
from job sent back to client. Port 2119/tcp

defined by IANA
GRAM Job-Man- |From controllable ephemeral port on |Port on server selected when original connection
ager client to controllable ephemeral port |made by the client to the Gatekeeper and returned
on server. totheclientinaURL. May result in connection

back to client from ephemeral port on server to
controllable ephemeral port on client.

GridFTP From controllable ephemeral port on |Port 2811/tcp defined by IANA.
client to port 2811/tcp on server for
control channel.

GSI-Enabled SSH |From ephemeral port on client to port | Same as standard SSH. Port 22/tcp defined by

22/tcp on server. IANA.
MyProxy From ephemeral port on client to port | Default. Can be modified by site.
7512/tcp on server.

4.4. Controlling The Ephemeral Port Range

Controllable ephemeral portsin the Globus Toolkit can be restricted to a given range. setting the environment variable
GLOBUS TCP_PORT_RANGE can restrict ephemeral ports. Thevalue of thisvariable should be formatted as min,max
(acommaseparated pair). Thiswill causethe GT libraries (specifically Globusl O) to select port numbersfor controllable
portsin that specified range.

% GLOBUS_TCP_PORT_RANGE=40000, 40010
% export GLOBUS_TCP_PORT_RANGE

% gl obus- gass- server
https://gl obi cus. | bl.gov: 40000

"C

%

This environment variableis respected by both clients and servers that are started from within the environment in
which it is set. There are better ways, however, to configure a globus-job-manager or a GridFTP server to restrict its
port range.

» globus-job-manager has an option, -globus-tcp-port-range PORT_RANGE that acts in the same manner as the en-
vironment variable. It can be specified on the command line or in the configuration file. See here for al globus-
job-manager options.
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Basic Security Configuration

* Seeherefor GridFTP firewall information.
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Chapter 4. Basic Setup for GT 5.2.1

The Quickstart Guide walks you through setting up basic services on multiple machines.
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V%

Chapter 5. Platform Notes

1. Platform Notes

None yet.
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Chapter 6. Advanced Installation for GT
5.2.1

This section introduces building from CV'S, and references the advanced install ation sections of component document-
ation.

1. Advanced Installation
1.1. Building from CVS

Seeour gleneral instructionsfor building GT from CV S here: http://www.globus.org/tool kit/docs/devel opment/remote-
cvshtml™.

1.2. Building a specific package from source

If you need to build a specific package from the source installer, you can use the per-package make targets that exist
inthe sourceinstaller'sMakefile. Instead of simply running "make" in the steps above, you can, for example, run "make
globus_common™ which will build the globus_common package and its dependencies, or "make globus_common-
only" which will build exactly and only the globus_common package. Similar targets exist for each package.

1.3. Detailed installation instructions for these components

Thefollowing isalist of links to more detailed installation information available for the following components:

» GRAMS5 Installation

e Building and installing GridFTP

e Building and installing MyProxy

» Optional Build-Time Configuration for GSI-OpenSSH

1.4. Building an update package without an installer

If you need to build an updated package that has been released without asourceinstaller (for example, asecurity update
to a package, or a new version of MyProxy,) you can use "gpt-build" from your Globus Toolkit installation to do so.

GPT now installs afile similar to the 5.2 installer's config.site file as part of the GPT installation: this is necessary for
libexecdir to be set correctly so that the updated files go to the same place asthe original version. To build the updated
package, one can, from the updated package source directory, run:

$gpt-build -fhs <flavor>

where <flavor> is the "build flavor" of the package you want to update. (This can be found by looking at the files
ending with "filelist" in /usr/local/share/gl obus/packages/<packagename>/)

! toolkit/docs/devel opment/remote-cvs.html
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Appendix A. Packaging detalls
1. The makefile

You do not have to build every subcomponent of this release. The makefile specifies subtargets for different functional
subpieces.

M akefile tar gets
e gram: GRAM5
e gridftp: GridFTP

Note that all of these targets require the "install" target also. So, for instance, to build GridFTP aone, you would run:

$ ./configure --prefix=/path/to/install
$ meke gridftp install

2. Linking with Globus Toolkit Libraries

Since GT 2.0, the toolkit has included a script called globus-makefile-header that can be used to assemble the cflags
and link line information when linking a program with libraries included in the toolkit. This script would walk the
package metadata dependency tree to ensure that all needed flags were included, without duplicates. This method
worked, and continuesto work in GT 5.2.1, but we consider it to be obsolete, as we have added support for using pkg-

config*

Pkg-config isvery similar in concept to globus-makefile-header, but it has gained widespread adoption across arange
of unix platforms.

To get the cflags and link line information to link to the globus-ftp-client library, for example, you could
$pkg-config --cflags --1ibs globus-ftp-client
Each Globus Toolkit library has a pkg-config metadata file that isinstalled as part of its devel package.

For more information about pkg-config, please see the pkg-config homepage.®

3.The Grid Packaging Toolkit

The Globus Toolkit is packaged using the Grid Packaging Toolkit (GPT). The GPT provides away for usto version
packages and express dependenci es between packages. The Makefile for the installer is automatically generated based
on the GPT dependencies expressed in CVS. GPT versions also allow us to release update packages for small subsets
of our code. For more information on the GPT, you may see its_websi ted,

1 http://www.freedesktop.org/wiki/Software/pkg-config
2 http://www.freedesktop.org/wiki/Software/pkg-config
s http://gridpackagingtool s.com/book/l atest-stabl e/index.html
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Packaging details

4. Picking a flavor for a source installation

If you're building on a platform that is not auto-detected by the configure script, you will be prompted to specify a
flavor for the- - wi t h- f | avor = option. Typically "gcc32dbg" will work as aflavor to build 32-bit binaries using
gcc. If you want to force a 64bit build, "gcc64dbg” should work.

Some platforms have better support from their native compilers, so you can use "vendorcc32dbg” to build using the
native cc. Similarly, "vendorcc64dbg" will force a 64bit build instead.

18
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Appendix B. Environmental Variables in
GT 5.2.1

1. Common Runtime Environmental Variables

1.1. Environmental variables for XIO

The vast majority of the environment variables that affect the Globus X10 framework are defined by the driver in use.
The following are links to descriptions of the more common driver environment variables:

o http://www.globus.org/api/c-globus-5.2.1/globus_xio/html/group__tcp _driver __envs.html

* http://www.globus.org/api/c-globus-5.2.1/globus xio/html/group__ file driver _envs.html

e http://www.globus.org/api/c-globus-5.2.1/globus_xio/html/group__gsi__driver _envs.html

o http://www.globus.org/api/c-globus-5.2.1/globus_xio/html/group__udp__driver__envs.html

1.2. Environment variables for C Common Libraries

GLOBUS HOSTNAME Set this variable to the fully qualified name of the local machine's hostname.
GLOBUS DOMAIN_NAME Setthisvariableto the domain nameto be used to qualify thelocal machine's hostname.
GLOBUS ERROR_OUTPUT  Set thisvariable to 1 to cause Globus libraries to display error information to stderr.

GLOBUS ERROR _VERB-  Setthisvariableto 1 to enable verbose error messages.

OSE
GLOBUS 118N Set this variable to 1 to attempt to use localized messages. (Currently not working)
GLOBUS_LOCATION Set this variable to the path where the Globus Tool kit isinstalled, so that Globustools

can find libraries and datafiles. Thisis only needed if the Globus Toolkit was built
with the source installer.

GLOBUS THREAD MOD-  Set to the name of athread model to control the operation of the Globus event driver.
EL Valid values are (depending on the platform) none for non-threaded operation (the
default), pt hr ead for POSIX threads, or wi ndows for Windows threads.

2. Security Environmental Variables

2.1. Environmental Variables for GSI C
2.1.1. Credentials

Credentias are looked for in the following order:

1. service credential
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Environmental Variablesin GT 5.2.1

2. host credentia

3. proxy credential

4. user credential

X509_USER_PROXY specifiesthe path to the proxy credential. If X509 USER PROXY isnot set, the proxy credential
iscreated (by grid-proxy-init) and searched for (by client programs) in an operating-system-dependent local temporary

file

X509 USER CERT and X509 USER_KEY specify the path to the end entity (user, service, or host) certificate and
corresponding private key. The paths to the certificate and key files are determined as follows:

For service credentials:

1. 1f X509 _USER CERT and X509 _USER KEY exist and contain avalid certificate and key, those files are used.

2. Otherwise, if thefiles/ et c/ gri d-security/servicel/ servicecert.pemand/etc/grid-secur-
ity/servicel/servi cekey. pemexist and contain avalid certificate and key, those files are used.

3. Otherwise, if thefiles$G.OBUS_LOCATI ON/ et c/ gri d- securi ty/ servi ce/ servi cecert. pemand
$CLOBUS_LOCATI OV et c/ grid-security/servicel/servi cekey. pemexist and contain avalid
certificate and key, those files are used.

4. Otherwisg, if thefilesser vi ce/ servi cecert. pemandservi ce/ servi cekey. peminthe user's
. gl obus directory exist and contain avalid certificate and key, those files are used.

For host credentials:
1. 1f X509 _USER CERT and X509 USER KEY exist and contain avalid certificate and key, those files are used.

2. Otherwise, if thefiles/ et ¢/ gri d-security/hostcert. pemand/etc/grid-secur-
i ty/ host key. pemexist and contain avalid certificate and key, those files are used.

3. Otherwiseg, if thefiles$GLOBUS_LOCATI ON et ¢/ host cert. pemand $G.OBUS_LOCA-
TI OV et ¢/ host key. pemexist and contain avalid certificate and key, those files are used.

4. Otherwise, if thefileshost cert . pemand host key. pemintheuser's. gl obus directory, exist and contain
avalid certificate and key, those files are used.

For user credentials:
1. If X509_USER_CERT and X509_USER_KEY exist and contain avalid certificate and key, those files are used.

2. Otherwise, if thefilesuser cert . pemand user key. pemexist intheuser's. gl obus directory, those files
are used.

3. Otherwise, if aPKCS-12filecalleduser cr ed. p12 existsintheuser's. gl obus directory, the certificate and
key are read from that file.

2.1.2. Gridmap file

GRI DVAP specifies the path to the grid map file, which is used to map distinguished names (found in certificates) to
local names (such as login accounts). The location of the grid map file is determined as follows:

1. If the GRI DVAP environment variableis set, the grid map file location is the value of that environment variable.
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2. Otherwise:
e |f theuserisroot (uid 0), thenthe grid map fileis/ et ¢/ gri d- security/ gri d-mapfil e.

» Otherwise, thegrid map fileis $HOVE/ . gr i dmap.
2.1.3. Trusted CAs directory

X509 CERT_DI Risused to specify the path to the trusted certificates directory. This directory containsinformation
about which CAs are trusted (including the CA certificates themselves) and, in some cases, configuration information
used by grid-cert-request to formulate certificate requests. Thelocation of thetrusted certificates directory isdetermined
asfollows:

1. If the X509 CERT_DI Renvironment variableis set, the trusted certificates directory is the value of that envir-
onment variable.

2. Otherwise, if $HOVE/ . gl obus/ certi fi cat es exists, that directory isthe trusted certificates directory.

3. Otherwise if/ etc/grid-security/certificates exigs, that directory isthetrusted certificates directory.
4. Finaly, if $GLOBUS_LOCATI ON/ share/ certifi cat es exists, then it isthe trusted certificates directory.
2.1.4. GSl authorization callout configuration file

GSI _AUTHZ_CONF is used to specify the path to the GS authorization callout configuration file. Thisfileis used to

configure authorization callouts used by both the gridmap and the authorization API. The location of the GS| authoriz-
ation callout configuration file is determined as follows:

1. IftheGSI _AUTHZ_CONF environment variableis set, the authorization callout configuration file location isthe
value of this environment variable.

2. Otherwise, if / et c/ grid-security/gsi-authz. conf exists, thenthisfileis used.

3. Otherwise, if $GLOBUS_LOCATI ON et c/ gsi - aut hz. conf exists, then thisfileis used.

4. Finaly, if SHOVE/ . gsi - aut hz. conf exists, then thisfileis used.

2.1.5. GAA (Generic Authorization and Access control) configuration
file

GSI _GAA_CONF isused to specify the path to the GSI GAA (Generic Authorization and Access control) configuration
file. Thisfile is used to configure policy language specific pluginsto the GAA-API. The location of the GS| GAA
configuration file is determined as follows:

1. Ifthe GSI _GAA CONF environment variableis set, the GAA configuration file location is the value of thisen-
vironment variable.

2. Otherwise,if / et c/ grid-security/gsi-gaa. conf exists, thenthisfileisused.
3. Otherwise, if $GLOBUS LOCATI ON et c/ gsi - gaa. conf exists, then thisfileis used.

4. Finaly, if $HOVE/ . gsi - gaa. conf exists, then thisfileis used.
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2.1.6. Grid security directory

GRI D_SECURI TY_DI R specifies a path to adirectory containing configuration files that specify default valuesto be
placed in certificate requests. This environment variable is used only by the grid-cert-request and grid-default-ca
commands.

The location of the grid security directory is determined as follows:

1. If the GRI D_SECURI TY_DI Renvironment variableis set, the grid security directory is the value of that envir-
onment variable.

2. If theconfiguration filesexistin/ et ¢/ gri d- securi ty, the grid security directory isthat directory.

3. if the configuration files exist in $GLOBUS_LOCATI ON et ¢, the grid security directory isthat directory.

2.1.7.Using TLS

GLOBUS_GSSAPI _FORCE_TLS specifies whether to use TL S by default when establishing a security context. The
default behavior if thisisnot set isto use SSLv3.

2.1.8. Name Comparisons

GLOBUS_GSSAPI _NAME _COMPATI BI LI TY specifies what name matching algorithms are supported by GSSAPI
for mutual authentication and gss_conpar e_nane. This variable may be set to any of the following values:

STRI CT_GT2 Strictly backward-compatible with GT 2.0 name matching. X.509 subjectAltName
values are ignored. Names with hyphens are treated as wildcarded as described in the
security considerations documentation. Name matching will rely on canonical host
name associated with connection |P addresses.

STRI CT_RFC2818 Support REC 2818 server identity processing. Hyphen characters are treated as normal
part of ahost name. DNSName and | PAddress subjectAltName extensions are matched
against the host and port passed to GSSAPI. If subjectAltName is present, X.509
SubjectName isignored.

HYBRI D Support a hybrid of the two previous name matching algorithms, liberally matching
both hyphen wildcards, canonical names associated with | P addresses, and subjectAlt-
Name extensions.

If thisvariableis not set, the HYBRI D behavior is used.

2.2. Environmental variables for MyProxy

Please refer to the MyProxy Reference Manual? for documentation of MyProxy environment variable interfaces.

2.3. Environmental variables for GSI-OpenSSH

The GSl-enabled OpenSSHD needs to be able to find certain files and directoriesin order to properly function.

The items that OpenSSHD needs to be able to locate, their default location and the environment variable to override
the default location are:

L http://www.ietf.org/rfc/rfc2818.txt
2 http://myproxy.ncsa.uiuc.edu/man/
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e Host key
Default location: /etc/grid-security/hostkey.pem

Override with X509 USER_KEY environment variable

* Host certificate
Default location: /etc/grid-security/hostcert.pem

Override with X509 _USER_CERT environment variable

e Grid map file
Default location: /etc/grid-security/grid-mapfile

Override with GRIDMAP environment variable

e Certificate directory
Default location: /etc/grid-security/certificates

Override with X509 _CERT_DIR environment variable

3. Data Management Environmental Variables

3.1. Environment variables for GridFTP

The GridFTP server or client libraries do not read any environment variable directly, but the security and networking
related variables described below may be useful.

* Non-WS (General) Authentication & Authorization Environment Variables.

* XIO Network Driver Environment Variables.
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Appendix C. Installing SimpleCA

The following are instructions for how to use SimpleCA to set up certificatesfor aGT 5.2.1 installation.

SimpleCA providesawrapper around the OpenSSL CA functionality and is sufficient for simple Grid services. Altern-
atively, you can use OpenSSL's CA.sh command on its own. SimpleCA is suitable for testing or when a certificate
authority (CA) is not available. You can find other CA optionsin Obtaining host certificates.

1. Create users

Make sure you have the following users on your machine;
* Your user account, which will be used to run the client programs.
* A generic globus account, which will be used to perform administrative tasks. This user will aso be in charge of

managing the SimpleCA. To do this, make sure thisaccount hasread and write permissionsin the $GLOBUS_LOC-
ATI ONdirectory.

2. Create your Simple CA

A script was installed to set up anew SimpleCA. You only need to run this script once per Grid.
Run the script:

/usr/bin/grid-ca-create

2.1. 2.1 Configure the subject name

This script prompts you for information about the CA you wish to create:

The uni que subject name for this CA is:
cn=d obus Si npl e CA, ou=si nmpl eCA- mayed. nts. anl . gov, ou=d obusTest, o0=Gid

Do you want to keep this as the CA subject (y/n) [y]:

where:

Table C.1. CA Name components

cn Represents "common name". |dentifies this particular certificate asthe CA certificate within the
"GlobusTest/simpleCA-hostname" domain, which in this caseis Globus Simple CA.

ou Represents "organizational unit”. Identifies this CA from other CAs created by SimpleCA by
other people. The second "ou" is specific to your hostname (in this cases GlobusTest).

o] Represents "organization”. Identifies the Grid.

Pressy to keep the default subject name (recommended).

24

http://www.renderx.com/


http://www.renderx.com/
http://www.renderx.com/reference.html
http://www.renderx.com/tools/
http://www.renderx.com/

Installing SimpleCA

2.2. Configure the CA's email

The next prompt looks like:

Enter the emmil of the CA (this is the emnil where certificate
requests will be sent to be signed by the CA):

Enter the email address where you intend to receive certificate requests. It should be your real email address that you
check, not the address of the globus user.

2.3. Configure the expiration date

Then you'll see:

The CA certificate has an expiration date. Keep in mnd that
once the CA certificate has expired, all the certificates
signed by that CA becone invalid. A CA should regenerate
the CA certificate and start re-issuing ca-setup packages
before the actual CA certificate expires. This can be done
by re-running this setup script. Enter the nunber of DAYS
the CA certificate should last before it expires.

[default: 5 years (1825 days)]:

Thisisthe number of days for which the CA certificateis valid. Once this time expires, the CA certificate will have
to be recreated, and all of its certificates regranted.

Accept the default (recommended).

2.4. Enter a passphrase

Next you'll see:

Ent er PEM pass phrase:

The passphrase of the CA certificate will be used only when signing certificates (with grid-cert-sign). It should be
hard to guess, as its compromise may compromise all the certificates signed by the CA.

Enter your passphrase.

1) Important:

Your passphrase must not contain any spaces.

2.5. Confirm generated certificate

Finally you'll see the following:

Installing new CA files to /etc/grid-security/certificates... done
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Creating RPM source tarball... done
gl obus_si npl e_ca_68ea3306_setup-0. 17.tar.gz

Thisinformation will be important for setting up other machinesin your grid. The number 68ea3306 inthelast line
isknown as your CA hash. It will be an 8 hexadecimal digit string.

3. Host certificates

You must request and sign a host certificate and then copy it into the appropriate directory for secure services. The
certificate must be for a machine which has a consistent name in DNS; you should not run it on a computer using
DHCP where a different name could be assigned to your computer.

3.1. 3.1 Request a host certificate

Asroot, run:

grid-cert-request -host 'hostnane'

This creates the following files:

» Jetc/grid-security/hostkey.pem

« Jetc/grid-security/hostcert_request.pem
e (anempty) /etc/grid-security/hostcert. pem

Note: If you are using your own CA, follow their instructions about creating a hostcert (one which hasacommonName
(CN) of your hostname), then place the cert and key in the /etc/grid-security/ location. You may then proceed to User
certificates.

3.2. Sign the host certificate

1. Asglobus, run:

grid-ca-sign -in /etc/grid-security/hostcert_request.pem -out hostsigned. pem

2. A signed host certificate, named host si gned. pemiswritten to the current directory.

3. When prompted for a passphrase, enter the one you specified in Enter a passphrase (for the private key of the CA
certificate.)

4. Asroot, move the signed host certificateto/ et ¢/ gri d- security/ hostcert. pem
The certificate should be owned by root, and read-only for other users.

The key should be read-only by root.

4. User certificates

Users also must request user certificates, which you will sign using the globus user.
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Installing SimpleCA

4.1. Request a user certificate

Asyour normal user account (not globus), run:
grid-cert-request

After you enter a passphrase, this creates

* ~$USER/ . gl obus/ user cert. pem(empty)

e ~$USER/ . gl obus/ user key. pem

* ~$USER/ . gl obus/ usercert _request. pem

Email theuser cert _request . pemfileto the SimpleCA maintainer.

4.2. Sign the user certificate

1. Asthe SimpleCA owner globus, run:

grid-ca-sign -in usercert_request.pem -out signed. pem

2. When prompted for a password, enter the one you specified in Enter a passphrase (for the private key of the CA
certificate).

3. Now send the signed copy (si gned. pen) back to the user who requested the certificate.

4.  Asyour normal user account (not globus), copy the signed user certificateinto ~/ . gl obus/ and renameit as
user cer t . pem thus replacing the empty file.

The certificate should be owned by the user, and read-only for other users.

The key should be read-only by the owner.

5. Verify the SimpleCA certificate installation

To verify that the SimpleCA certificateisinstalledin/ et ¢/ gri d- security/certi fi cat es andthat your
certificate isin place with the correct permissions, run:

user$ grid-proxy-init -debug -verify

After entering your passphrase, successful output will look like:

[ bacon@myed schedul ers]$ grid-proxy-init -debug -verify

User Cert File: /hone/user/.globus/usercert.pem
User Key File: /home/user/.globus/userkey.pem

Trusted CA Cert Dir: /etc/grid-security/certificates

Qut put File: /tnp/x509up _ul817

Your identity: /O=Grid/ OU=d obusTest/ OU=si npl eCA- mayed. nts. anl . gov/ OU=nts. anl . gov/ CN=User
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Enter GRID pass phrase for this identity:
Creating ProXy ... ... +++++++H++++

Done

Proxy Verify OK

Your proxy is valid until: Sat Mar 20 03:01: 46 2004

If you get an error, or if you want to see more diagnostic information about your certificates, run the following:

gtuser$ grid-cert-diagnostics

For more troubleshooting information, see the GSI troubleshooting guide

6. Configure SimpleCA for multiple machines

So far, you have a single machine configured with SimpleCA certificates. Recall that in Confirm generated certificate
an RPM Sourcetarball CA packagewascreated asgl obus_si npl e_ca_HASH. t ar . gzinyour current directory..
If you want to use your certificates on another machine, you must install that CA package on that machine.

To create an RPM to install on a second machine, run:
rpnbuild -ta ./gl obus_sinple ca HASH.tar. gz

Thiswill create a~/rpmbuild/RPM S/noarch/globus_simple_ca HASH-1.0-1* .rpm which you can copy to your second
machine and install using the standard RPM commands.

Build files are also included for creating Debian packages for your SimpleCA.

If you are going to run services on the second host, it will need its own Host certificatesfor SimpleCA and grid-mapfile
(as described in the basic configuration instructions in Section 2, “Add authorization”).

You may re-use your user certificates on the new host. You will need to copy the requests to the host where the Sim-
pleCA wasfirst installed in order to sign them.
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Appendix D. Troubleshooting your
Installation

Thefollowing isalist of links that take you to information about troubleshooting your installation by component
»  Common Runtime components
X0

C Common Libraries

»  Security components
GslC
MyProxy

e GSI-OpenSSH

Data Management components
GridFTP
»  Execution Management components

GRAM5
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Appendix E. Detailed Configuration by
Component

Thefollowing isalist of links that take you to information about detailed configuration for each component.
»  Common Runtime components
X10
Security components
« GSC
MyProxy

GSI-OpenSSH

» Data Management components
GridFTP
Execution Management components

« GRAMS
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Appendix F. Security Considerations in
GT 5.2.1

1. Common Runtime

1.1. Security considerations for XIO

Globus X10 is aframework for creating network protocols. Several existing protocols, such as TCP, come built into
the framework. X10 itself introduces no known security risks. However, al network applications expose systemsto
the risks inherent when outsiders can connect to them. Also included in the XIO distribution is the GSI driver, which
provides a driver that allows for secure connections.

2. Security

2.1. Security considerations for GSI C

» During host authorization, the toolkit treats host names of the form "hostname-ANYTHI NG.edu" as equivalent to
"hostname.edu”. This means that if a service was set up to do host authorization and hence accept the certificate
"hostname.edu”, it would al so accept certificates with DNs "hostname-ANYTHI NG.edu”.

Thefeatureisin place to allow a multi-homed host following a"hostname-interface" naming convention, to have
asingle host certificate. For example, host "grid.test.edu” would also accept the likes of "grid-1.test.edu” or "grid-
foo.test.edu".

F Note

The string ANYTHI NG matches only the name of the host and not domain components. This means that
"hostname.edu” will not match "hostname-foo.sub.edu”, but will match "host-foo.edu”.

& Note

If ahost was set up to accept "hostname-1.edu”, it will not accept "hostname-ANYTHI NG.edu" but will
accept "hostname.edu”. That is, only one of the names being compared may contain the hyphen character
in the host name.

A Ml has been opened to see if this feature needs to be modified.

In GT 5.2.1, it is possible to disable this behavior, by setting the enviornment variable G_OBUS _GSS-
APl _NAME_COWPATI BI LI TY to STRI CT_RFC2818.

2.2. MyProxy Security Considerations

You should choose awell-protected host to run the myproxy-server on. Consult with security-aware personnel at your
site. You want a host that is secured to the level of aKerberos KDC, that has limited user access, runs limited services,
and is well monitored and maintained in terms of security patches.

1 http://bugzilla.globus.org/bugzilla/show_bug.cgi?d=2969
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For atypical myproxy-server install ation, the host on which the myproxy-server isrunning must have/etc/grid-security
created and a host certificate installed. In this case, the myproxy-server will run asroot so it can access the host certi-
ficate and key.

2.3. GSI-OpenSSH Security Considerations

GSI-OpenSSH isamodified version of OpenSSH2 and includes full OpenSSH functionality. For more information on
OpenSSH security, see the OpenSSH Securi'[y3 page.

3. Data Management

3.1. Security Considerations

3.1.1.Ways to configure your server

There are variouswaysto configure your GridFTP server that provide varying level s of security. For moreinformation,
see System Administrator's Guide.

3.1.2. Firewall requirements
If the GridFTP server is behind afirewall:

1. Contact your network administrator to open up port 2811 (for GridFTP control channel connection) and arange
of ports (for GridFTP data channel connections) for theincoming connections. If the firewall blocks the outgoing
connections, open up arange of ports for outgoing connections as well.

2.  Set the environment variable GLOBUS _TCP_PORT_RANGE:
export GLOBUS TCP_PORT_RANGE=m n, nax

where m n,max specify the port range that you have opened for the incoming connections on the firewall. This
restricts the listening ports of the GridFTP server to this range. Recommended range is 1000 (e.g., 50000-51000)
but it really depends on how much use you expect.

3. If you have afirewall blocking the outgoing connections and you have opened arange of (local) ports, set the
environment variable GLOBUS TCP_SOURCE_RANGE:

export GLOBUS_TCP_SOURCE_RANGE=m n, max

where mi n,max specify the port range that you have opened for the outgoing connections on the firewall. This

restricts the GridFTP server to bind to aloca port in this range for outbound connections. Recommended range
istwicetherangeused for GLOBUS TCP_PORT_RANGE, becauseif parallel TCP streamsare used for transfers,
the listening port would remain the same for each connection but the connecting port would be different for each

connection.
< Note
If the server isbehind NAT, the- - dat a-i nt erface <real ip/hostnane> optionneedsto beused
on the server.
2 http://www.openssh.org/

3 http://www.openssh.org/security. html
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Security Considerationsin GT 5.2.1

If the GridFTP client is behind a firewall:

1. Contact your network administrator to open up arange of ports (for GridFTP data channel connections) for the
incoming connections. If the firewall blocks the outgoing connections, open up arange of ports for outgoing
connections as well.

2. Set the environment variable GLOBUS TCP_PORT_RANGE
export GLOBUS_TCP_PORT_RANGE=m n, max

where min,max specify the port range that you have opened for the incoming connections on the firewall. This
restricts the listening ports of the GridFTP client to this range. Recommended range is 1000 (e.g., 50000-51000)
but it really depends on how much use you expect.

3. If you haveafirewall blocking the outgoing connections and you have opened arange of ports, set the environment
variable GLOBUS_TCP_SOURCE_RANGE:

export GLOBUS_TCP_PORT_RANGE=m n, max

where min,max specify the port range that you have opened for the outgoing connections on the firewall. This
restricts the GridFTP client to bind to alocal port in this range for outbound connections. Recommended range
istwicetherangeused for GLOBUS TCP_PORT _RANGE, becauseif parallel TCP streamsare used for transfers,
the listening port would remain the same for each connection but the connecting port would be different for each
connection.

Additional information on Globus Toolkit Firewall Requirementsis avajlablehie“.

4. Execution Management

4.1. Security Considerations

4.1.1. Gatekeeper Security Considerations

GRAMS runs different parts of itself under different privilege levels. The globus-gatekeeper runs as root, and uses
itsroot privilege to access the host's private key. It uses the grid map file to map Grid Certificates to local user idsand
then usesthe set ui d() function to change to that user and execute the globus-job-manager program

4.1.2. Job Manager Security Considerations

The globus-job-manager program runs as alocal non-root account. It receives a delegated limited proxy certificate
from the GRAMS5 client which it usesto access Grid storage resources via GridFTP and to authenticate job signals
(such as client cancel requests), and send job state callbacks to registered clients. This proxy is generally short-lived,
and is automatically removed by the job manager when the job completes.

The globus-job-manager program uses a publicly-writable directory for job state files. This directory has the sticky
bit set, so users may not remove other users files. Each file is named by a UUID, so it should be unique.

4.1.3. Fork SEG Module Security Considerations

The Fork Scheduler Event Generator module uses a globally writable file for job state change events. Thisis not re-
commended for production use.

4 http://www.globus.org/tool kit/security/firewall s/
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Appendix G. Usage Statistics

The following components collect usage statistics as outlined here (along with information about how to opt-out):
Usage Statisticsin GT*

1. Data Management Usage Statistics
1.1. GridFTP-specific usage statistics

The following GridFT P-specific usage statistics are sent in a UDP packet at the end of each transfer, in addition to the
standard header information described in the Usage Stats? section.

+ Start time of the transfer

* End time of the transfer

» Version string of the server

* TCP buffer size used for the transfer

» Block size used for the transfer

» Total number of bytes transferred

e Number of parallel streams used for the transfer
»  Number of stripes used for the transfer

» Typeof transfer (STOR, RETR, LIST)

e FTPresponse code -- Success or failure of the transfer

& Note

The client (globus-url-copy) does NOT send any data. It isthe servers that send the usage statistics.

We have made a concerted effort to collect only data that is not too intrusive or private and yet still provides us with
information that will help improve and gauge the usage of the GridFTP server. Nevertheless, if you wish to disable
this feature for GridFTP only, usethe - di sabl e- usage- st at s option of globus-gridftp-server. Note that you
can disabletransmission of usage statisticsglobally for all C components by setting"GLOBUS USAGE_OPTOUT=1"
in your environment.

Also, please see our policy statement® on the collection of usage statistics.

1 J./Usage Statshtml
2 [toolkit/docs/5.0/5.2.1/Usage _Stats.html
3 Jtoolkit/docs/latest-stable/Usage_Stats.htm
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2. Execution Management Usage Statistics
2.1. GRAMS5-specific usage statistics

The following usage statistics are sent by default in a UDP packet (in addition to the GRAM component code, packet
version, timestamp, and source | P address) at the end of each job.

» Job Manager Session ID

e dryrun used

* RSL Host Count

«  Timestamp when job hit GLOBUS_GRAM PROTOCOL_JOB_STATE_UNSUBM TTED
« Timestamp when job hit GLOBUS_GRAM PROTOCOL_JOB_STATE_FI LE_STAGE I N
e Timestamp when job hit GLOBUS GRAM PROTOCOL_JOB_STATE PENDI NG

e Timestamp when job hit GLOBUS _GRAM PROTOCOL_JOB_STATE_ACTI VE

«  Timestamp when job hit GLOBUS_GRAM PROTOCOL_JOB_STATE_FAI LED

«  Timestamp when job hit GLOBUS_GRAM PROTOCOL_JOB_STATE_FI LE_STAGE_OUT
« Timestamp when job hit GLOBUS_GRAM PROTOCOL_JOB_STATE_DONE

» Job Failure Code

*  Number of times statusis called

e Number of timesregister iscalled

*  Number of timessignal is called

*  Number of timesrefreshiscalled

e Number of filesnamedinfile clean_up RSL

»  Number of files being staged in (including executable, stdin) from http servers

» Number of files being staged in (including executable, stdin) from https servers

»  Number of files being staged in (including executable, stdin) from ftp servers

»  Number of files being staged in (including executable, stdin) from gsiftp servers

» Number of files being staged into the GASS cache from http servers

» Number of files being staged into the GASS cache from https servers

* Number of files being staged into the GASS cache from ftp servers

»  Number of files being staged into the GASS cache from gsiftp servers

»  Number of files being staged out (including stdout and stderr) to http servers
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»  Number of files being staged out (including stdout and stderr) to https servers

»  Number of files being staged out (including stdout and stderr) to ftp servers

»  Number of files being staged out (including stdout and stderr) to gsiftp servers

» Bitmask of used RSL attributes (values are 2*id from the gram5 _rsl_attributes table)
»  Number of times unregister is called

* Vaueof thecount RSL attribute

» Comma-separated list of string names of other RSL attributes not in the set defined in gl obus- gr am j ob-
manager . r vf

e Jobtypestring
»  Number of timesthe job was restarted
» Total number of state callbacks sent to all clients for thisjob

The following information can be sent aswell in ajob status packet but it is not sent unless explicitly enabled by the
system administrator:

» Value of the executable RSL attribute

» Value of the arguments RSL attribute

e |Padddress and port of the client that submitted the job
» User DN of the client that submitted the job

In additionto job-related status, the job manager sendsinformation periodically about its execution status. Thefollowing
information is sent by default in a UDP packet (in addition to the GRAM component code, packet version, timestamp,
and source | P address) at job manager start and every 1 hour during the job manager lifetime:

e Job Manager Start Time
» Job Manager Session ID
» Job Manager Status Time

e Job Manager Version

e LRM
e Poll used
e Audit used

*  Number of restarted jobs
e Total number of jobs
e Total number of failed jobs

e Total number of canceled jobs
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Total number of completed jobs

Total number of dry-run jobs

Peak number of concurrently managed jobs

Number of jobs currently being managed

Number of jobs currently in the UNSUBMITTED state
Number of jobs currently in the STAGE_IN state
Number of jobs currently in the PENDING state
Number of jobs currently in the ACTIVE state

Number of jobs currently in the STAGE_OUT state
Number of jobs currently in the FAILED state

Number of jobs currently in the DONE state

Also, please see our policy statement* on the collection of usage statistics.

4 Itoolkit/docs/latest-stable/Usage_Stats.htm
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Glossary
C

CA Certificate

certificate

client

G

GAA configuration file

grid map file

grid security directory

Grid Security Infrastructure
(GSl)

GSl authorization callout config-
uration file

H

host certificate

host credentials

SHEEC

The CA'scertificate. This certificate is used to verify signature on certificatesissued
by the CA. GSl typically storesagiven CA certificatein/ et ¢/ gri d- secur -
ity/certificates/<hash>. 0, where<hash> isthe hash code of the CA
identity.

A public key plusinformation about the certificate owner bound together by the
digital signature of a CA. In the case of a CA certificate, the certificate is self
signed, i.e. it was signed using its own private key.

A process that sends commands and receives responses. Note that in GridFTP, the
client may or may not take part in the actual movement of data.

A filethat configuresthe Generic Authorization and Access control GAA libraries.
When using GSl, thisfileistypically foundin/ et ¢/ gri d- security/gsi -
gaa. conf.

A file containing entries mapping certificate subjectsto local user names. Thisfile
can also serve as a access control list for GSI enabled services and istypically
foundin/ et c/ gri d-security/grid-mapfil e.Formoreinformationsee
the Gridmap section here.

The directory containing GSI configuration files such as the GSI authorization
callout configuration and GAA configuration files. Typically thisdirectory is
/etcl/grid-security.Formoreinformation seethis.

GSl stands for Grid Security Infrastructure and is used to describe the original in-
frastructure of GT security, whichiscomprised of SSL, PK| and proxy certificates.

A filethat configures authorization callouts to be used for mapping and authoriza-
tionin GS| enabled services. When using GSl thisfile istypically found in
/etc/grid-security/gsi-authz.conf.

An EEC? bel onging to a host. When using GSlI this certificate is typically stored
in/etc/grid-security/hostcert. pemFormoreinformationon possible
host certificate locations see the GSI C Developer's Guide.

The combination of a host certificate and its corresponding private key.
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Glossary

P

private key

proxy certificate

proxy credentials

S

server

service credentials

U

user credentials

The private part of akey pair. Depending on the type of certificate the key corres-
ponds to it may typicaly be found in SHOVE/ . gl obus/ user key. pem(for
user certificates),/ et ¢/ gri d- securi ty/ host key. pem(for host certificates)
or/etc/grid-security/<service>/ <servi ce>key. pem(for service
certificates).

For more information on possible private key locations see this.

A short lived certificate issued using a EEC. A proxy certificate typically has the
same effective subject as the EEC that issued it and can thus be used in its place.
GSl uses proxy certificates for single sign on and del egation of rightsto other en-
tities.

For more information about types of proxy certificates and their compatibility in
different versions of GT, see http://dev.globus.org/wiki/Security/ProxyCertTypes.

The combination of a proxy certificate and its corresponding private key. GSI
typically stores proxy credentialsin/ t np/ x509up_u<ui d> , where<uid>is
the user id of the proxy owner.

A process that receives commands and sends responses to those commands. Since
it isaserver or service, and it receives commands, it must be listening on a port
somewhereto receive the commands. Both FTP and GridFTP have |ANA registered
ports. For FTPRitis port 21, for GridFTPit is port 2811. Thisis normally handled
viainetd or xinetd on Unix variants. However, it is also possible to implement a
daemon that listens on the specified port. Thisis described more fully inin the
Architecture section of the GridFTP Developer's Guide.

The combination of a service certificate and its corresponding private key.

The combination of a user certificate and its corresponding private key.
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